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Odyssey Client

Key Benefits Secure, Low-Overhead 802.1X Access Client

¢ Secure, easily managed Odyssey Client is an enterprise-class 802.1X access client that provides state-of-
WLAN and wired 802.1X the-art security to protect your network, is easily deployed across all your desktop
access for the enterprise and handheld devices for the lowest overhead, and gives you a fine level of

control over how users can connect to the network — so you can mandate

* Low-overhead solution; compliance with your company’s security policies.
easily deployed and

managed enterprise-wide Based on the IEEE security standard 802.1X and with full support for advanced

WLAN security protocols, Odyssey Client provides the strong security you
« Enforce enterprise security require for wireless access to your LAN. Together with an 802.1X-compatible
policies, for the strongest RADIUS server such as Funk Software’s Odyssey Server or Steel-Belted Radius®,
protection of your network Odyssey Client secures the authentication and connection of WLAN users,
ensuring that only authorized users can connect, that login credentials will not be
e Supports multiple strong compromised, and that data privacy will be maintained over the wireless link.
WLAN security protocols,
including EAP-TTLS, which
provide credential and data
security, plus mutual
authentication of client

In addition to its strong security, Odyssey Client carries an exceptionally low total
cost of ownership. With its combination of auto-configuration tools, client update
capabilities, and unsurpassed multi-platform, multi-vendor compatibility, it is easily
deployed enterprise-wide, whether you are installing it on 50 or 5,000 devices.

and server And, Odyssey Client provides a simple, straightforward user experience, whether
a user is connecting to the enterprise network or to a public WLAN at an
e Supports Wi-Fi Protected airport, coffee shop, or other hotspot. Its intuitive operation and numerous
Access (WPA) and WPA2 usability conveniences allow users to easily connect wherever they are —
for strongest data security minimizing the demands placed on your support and training organizations.

What's more, Odyssey Client lets you control how your users connect to the

o Safely authenticate WLAN
and 802.1X wired users
against any back-end
authentication database, for
administrative simplicity

network. Its Client lockdown capabilities let you prevent end users from
changing their configurations, and integration with endpoint integrity solutions
such as those from Check Point let you mandate and enforce your company’s
security policies, and provide strong protection for your network.
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Finally, Odyssey Client is an ideal client for successor to SSL) as the underlying strong
enterprises that are deploying identity-based F:ryptograPhy. With both protocol§, the user
(wired 802.1X) networking. Odyssey Client is authenticated to the network using ordi-

nary password-based credentials, whose use is
made proof against active and passive attack
by enclosing it in the TLS security wrapper.

fully supports wired 802.1X connections, and
saves time and effort by permitting one-time
deployment of wireless and wired 802.1X
access. The use of a single interface for both EAP-TLS also relies on TLS as t.he underly-
ing strong cryptography; it requires the use

functions also simplifies user experience and . . : S
of client-side certificates for authentication.

reduces costs associated with user training.

* Data Privacy: With all three protocols, as a
result of user authentication, session keys are
distributed to encrypt the wireless connec-

deployed with confidence in any organization. tion and enable data privacy between client

and access point.

With its emphasis on secure network access,
easily implemented, Odyssey Client can be

Enterprise-Level Security

Odyssey Client runs on Windows X 2000, For the strongest over—thg—air encryption of
98, Me, and Windows Mobile 2003 for Pocket wircless data, Odyssey Client supports the
PC and lets a user securely connect to a wire- advanced encryption protocols Wi-Fi Pro-
less or wired 802.1X network. It is compatible tected Access (WPA) and WPA2 across all

with Odyssey Server, Steel-Belted Radius, or platforms. WPA uses the Temporal Key

any other EAP-compatible RADIUS server. Integrity Protocol (TKIP); WPA2 is based
on the encryption algorithm AES.

Odyssey Client supports a wide variety of WLAN

security (EAP) authentication types, including ¢ Mutual authentication of client and server:
EAP-TTLS, EAP-PEAP, EAP-TLS, Cisco’s EAP- Finally, all three protocols ensure that WLAN
FAST and LEAP, EAP-SIM, and EAP-MDS5. users can only connect to legal networks. In
particular, clients will only be able to connect
The choice of EAP authentication method for to access points that are associated with a
your 802.1X deployment is critical: your net- RADIUS server which presents a trusted cer-
worlds security depends on it. We recommend tificate; access points only communicate with
that you use an EAP method which provides RADIUS servers they've been configured to
the strongest security, such as EAP-TTLS, know about; the RADIUS server only trusts
EAP-PEAP, or EAP-TLS. These methods pro- an access point it’s been configured to know
tect your network in three key ways: about and with which it shares a secret pass-

word; access points only trust RADIUS server

* First, they fully protect your users” creden- responses which have been signed.

tials against attack on the wireless link,
preventing stolen passwords. Selecting the right EAP method is not just
about security, however. These protocols differ
in how easy they are to manage, and in the
range of authentication databases they support.

* Second, they provide for distribution of
encryption keys to users and access points,
and for re-keying during a WLAN session to
protect data privacy and guard against wire- For example, EAP-TLS relies on the use of
less eavesdropping. client-side certificates to authenticate WLAN

users. For this reason, it is generally most

appropriate for enterprises which have already
deployed or committed to a PKI infrastructure.

¢ Third, they provide “mutual authentication” of
client and server, to ensure that users are con-
necting to a legal network, preventing man- in-

the-middle attacks and other forms of hacking. EAP-TTLS supports the widest range of pass-
) o ) word protocols and authentication databases,
Each of these security capabilities is described simplifying deployment by permitting the use of
below. any existing authentication system for WLAN
¢ Credential Security: EAP-TTLS and EAP- user authentication, including Active Directory,

PEAP use TLS (Transport Layer Security, the token systems, LDAP, and SQL databases.



Secure, Low-Overhead 802.1X Access Client

Low-Overhead Solution

Odyssey Client is easily deployed and maintained
across all your client devices. With Odyssey
Client, you can rapidly deploy secure WLAN
and wired 802.1X access to all your users — sav-
ing time on both on the initial deployment and
on any subsequent configuration updates you
need to distribute. These capabilities substantially
reduce the amount of time it takes you to deploy
secure WLAN and wired 802.1X access, and

slash the costs associated with user support.

* Pre-configuration capabilities let you cre-
ate a template configuration which includes
all network and security settings, and deploy
this configuration to your WLAN users. You
can deploy it via a software installation pro-
gram such as SMS, or silently via a network
login script.

* Client update capabilities let you easily distrib-
ute new client configuration settings, so changes
to network settings, security requirements, or
other configuration settings are easily accommo-
dated. You'll be able to easily add or delete
networks from users’ settings, roll out a stronger
security policy (for example, a move from LEAP
to EAP-PEAP), and make any other necessary
updates on a global or group basis.

* Multi-platform, multi-vendor compatibility
ensures that Odyssey Client will run in your
network environment today, without requir-
ing time-consuming platform upgrades or
equipment changes.

Odyssey Client Manager

Setkings  Commands  Web Help

Enforce Enterprise Security
Policies

Odyssey Client also includes powerful capabilities
that allow you to mandate compliance with your
organization’s security policies, providing the
strongest protection possible for your network.

* Client lockdown capabilities let you pro-
hibit a user from editing some or all of his
WLAN or wired 802.1X connection set-
tings. This allows you to require that users
connect with a certain level of security, and
according to the policies you've set up.

* Interface with endpoint integrity solutions,
such as Check Point’s Integrity, allow you to
proactively address security problems — such
as out-of-date anti-virus software — before a
user is granted access to the network. You
can automate problem resolution, and fully
protect enterprise PCs against infection, pro-
viding the most secure defense for endpoint

PCs and data.

Simple User Experience

Odyssey Client incorporates numerous conven-
iences which simplify how an end user
connects to the network, speeding adoption
time and reducing your support costs.

Odyssey Client lets you associate an ordered
group of wireless networks with an auto-scan
list, so that you can be connected to any of the
networks available in the list. Users will be con-
nected automatically to the network with the
highest priority and strongest signal.
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* First and foremost, with Odyssey
Client, an end user can move seamlessly
between different networks, for exam-
ple, home, office, and hotspot.

* Odyssey Client will automatically asso-

e | [eiobs] |21 | I with the correct network upon PC

startup, regardless of location. The user

Network managers can use the Odyssey Client Manager to create a template

need not interact with Odyssey Client

configuration, for easy deployment of secure WLAN access across the enterprise. 3t all.
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* Users can automatically connect to
networks which have different securi-
ty requirements — again, with no user
interaction required. This lets users
easily move between office and
hotspot networks, for example.

* To connect to new networks, Odyssey
Client will scan for available net-
works, and walk the user through
setting the connection up correctly.

If the new network will be visited
regularly, it can easily be added to
the auto-scan list.

(Odyssey Client does not support net-
work auto-scan on Windows Mobile
2003 for Pocket PC.)

Sophisticated Network
Logon Capabilities

In addition, Odyssey Client provides
advanced network logon capabilities —
including support for an advanced
“GINA module” and machine connec-
tions — which significantly facilitate
network connection and administration
processes. The following logon capabili-
ties are supported when either the
Windows login client or the Novell
Client for Windows is used:

* Simplified connection from new,
wireless-only devices — to eliminate
support calls associated with not
being able to connect from devices
which have never logged in to a
domain controller.

* Automatic running of login scripts —
so wireless devices can be centrally
administered by IT staff in the same
way wired devices commonly are.

* The use of a shared wireless device by
several different users — for example
on a factory floor or at a nurse’s sta-
tion — with each user being able to
log in and access his network profile.
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* Easy access to the wireless device by
network managers when a user is not
logged in — to silently perform such
tasks as machine back-ups, virus scan
updates, and the like, during off-hours.

Supports 802.1X Wired
Connections

Odyssey Client supports both wireless and
wired connections to a network. As you
consider moving to 802.1X-based wired
access for the enhanced security, lower I'T
costs, and user-based network access it
provides, Odyssey Client will fully meet
your requirements for an 802.1X client.

Odyssey Client can manage multiple
adapter cards simultaneously, so your
users won't have to change their configu-
ration settings as they move, for example,
from a wired office connection to a wire-
less conference room connection. This
ensures a much simpler experience.

Designed for
Compatibility

Odyssey Client’s multi-platform, multi-
protocol support ensures compatibility in
any environment, whether on the secure
enterprise WLAN or wired 802.1X net-
work, or at a public WLAN hotspot.

Because it implements standard proto-
cols and EAP methods, it is fully
interoperable with solutions from other
vendors which support these protocols.
For example, an Odyssey Client user can
easily be authenticated by a RADIUS

server from Cisco or Microsoft.

SiIM-Based
Authentication

Odyssey Client optionally supports
EAP-SIM, the WLAN protocol that
allows GSM subscribers log on to a pub-
lic WLAN and be authenticated against
their provider’s Subscriber Information
Management (SIM)-based infrastructure.
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Features at a Glance

Multi-platform 802.1X client
runs on Windows XP, 2000, 98,
ME, and Windows Mobile
2003 for Pocket PC

Supports both 802.1X wireless
and wired network access

Great for enterprise and
hotspot access

Supports EAP-TTLS, EAP-
PEAP, EAP-TLS, EAP-FAST,
LEAP, EAP-SIM, and EAP-MD5

Supports Wi-Fi Protected
Access (WPA) and WPA2 for
enhanced data security

Pre-configure Odyssey Client
settings for easy deployment
across the enterprise

Auto-scan network lists
provides seamless connection
to networks, and seamless
movement between networks

Sophisticated network logon
capabilities, including
support for GINA and the
Novell Client for Windows
and machine connections,
facilitate connection and
administration processes

Client lockdown capabilities
and endpoint integrity
interface let you enforce

any security policy

Easily deploy new network
settings or changes to your
security policy

Compatible with any RADIUS
server that supports EAP
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